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Abstract: Software-defined networking (SDN) is a new approach to configure and operate programmable switches 

of the networks (especially the data center networks) through a centralized software controller. Elephant flows nor-

mally exist in data center networks and take up a large amount of network bandwidth, so the elephant flow detection 

is very important to ease network congestion. A two-phase real-time detection (TPEFD) method was proposed to 

detect the elephant flows in the SDN-based network. First, the controller obtained aggregated statistics and shrank 

sample scope until it was small enough, packets were sampled in the scope in switches. In order to identify the ele-

phant flows, the sFlow sampling results were compared with the dynamic threshold. If the sampling value exceeded 

the threshold value, the flow was recognized as an elephant flow. The efficiency of our method in an SDN experi-

mental environment was evaluated. The experimental results indicated that the proposed method was feasible and 

the detection time was efficient. 
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1  Introduction 

SDN technology based on OpenFlow
[1]
 proto-

col, an open standard designed for SDN can sepa-

rate the control plane and data plane. We can use 

SDN for traffic engineering and QoS management. 

SDN enables network programmability and pro-

vides a new solution for the development and man-

agement of the network. 

The network traffic is generally quantified by 

flows which collect packets with the same features. 

Network flows are generally identified by five 

tuples in the packet header. The five tuples contain 

source IP, destination IP, source port number, desti-

nation port number and IP protocol. The flow col-

lection is usually defined as an aggregation flow. 

Elephant flows carry most of the network traffic in a 

period of time, so it may have a long delay com-

pared with a small flow. In data center networks
[2~4]

, 

although elephant flows only account for 2% of the 

number of flows, it holds 90% of the network traffic. 

Data center traffic has the characteristics of 

heavy-tailed distribution
[5,6]

, the number of mice 

flows is large while only account for little traffic. 

This phenomenon is very important to improve the 

network performance. The competition of resources 

between elephant flows and mice flows will make it 

very difficult for mice flows to obtain sufficient 

bandwidth. It is not necessary for controller to oper-

ate all flows. The controller only needs to pay atten-

tion to the elephant flows that impact network per-

formance when network traffic managing, thus ele-

phant flow detection is very important to ease net-

work congestion. 

ESHSP
[7]
 classifies flow table entry according 

to two dimensions {source IP, destination IP}, the 
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controller obtains aggregated statistics and shrinks 

the IP range until it is small enough, then ob-

tains individual statistics. The method ignores the 

source port number, the destination port number and 

the IP. According to the randomness of identifica-

tion field in IP packet, the work
[8]
 uses certain mask 

to realize distributed packet sampling. 

In this paper, we developed an SDN-based ef-

ficient elephant flow detection method for data cen-

ter networks. There is a conflict between the accu-

racy and the instantaneity of traffic detection. In a 

data center network, the arrival of flows are very 

quickly, the elephant flow identification must be 

high precision. In flow analysis, the failure to detect 

elephant flows have more serious consequences 

than mice flow. In our experiment, we chose Ryu
[9]
 

as the controller. This paper mainly involves the 

following points. 

1) We put forward a new two-phase elephant 

flow detection method that can reduce the burden of 

the control plane and rapidly identify elephant flows. 

At the first phase, we obtain source IP range in-

cludes the elephant flows. It only focuses on aggre-

gate statistics while the individual statistics are no 

longer needed. The controller queries statistics of 

the flows from the switch supported OpenFlow 

protocol. We need analyse the relationship between 

statistical values and flow features in data center. 

2) We calculate self-adaptive threshold in the 

second phase. We count threshold regarding not only 

accuracy, but also fast, thus we choose sFlow
[10,11]

 to 

sample packets. The sampling technique based on 

sFlow need to send all the flow to analyzer, which 

then determines the existence of the elephant flows, 

while we sample packets based on the filtered data 

packets in first stage. If the sampling counts in a flow 

exceed the threshold value that we calculate, we 

identify the flow as an elephant flow. 

3) We validate the usability on the trace of data 

center traffic with Mininet
[12]

, which uses linux net-

work namespace and constructs virtual networks of 

hosts and switches. Performance assessment indicate 

that our method can quickly detect the elephant flows. 

2  Related work 

There are many ways to detect the elephant 

flows in previous work. These can be roughly cate-

gorized into two major types, based on the network 

detection and host-based detection. 

1) Based on the network detection 

Although Estan ’s 
[13]

 method concerns the 

elephant flows and ignores the small flows, it needs 

to handle each packet and increases the operating 

burden. A sFlow agent installs in the switch to col-

lect traffic information, it monitors each flow that 

occupies a large link capacity. DevoFlow
[14]

 classi-

fies elephant flow and handles most small flows in 

the data plane, it compares the number of sampling 

packets with the fixed threshold. It will lead to a 

large number of false positives and negative mis-

takes, due to ignore the network characteristics. 

Multistage filter
[15]

 takes up less space but can lead 

to overestimating the actual traffic of the elephant 

flow and has the characteristics of the hardware im-

plementation complexity. It’s difficult to be applied 

in real time measurement. Hedera
[16]

 utilizes Open-

Flow protocol to distinguish elephant flows through 

continuous polling, the controller needs to collect all 

the aggregate statistics and the individual statistics. 

The statistical information between the controller 

and the switches increases the burden of the net-

work. The data center networks flow transmission 

rate is usually very fast, so it is likely to lose a lot of 

packets when polling. 

2) Host-based detection 

Mahout
[17]

 proposed a method, identifying 

elephant flows in the terminal hosts through a shim 

layer to reduce network bandwidth consumption, 

but it needs to change each host operating system in 

data center, however the end hosts can’t always be 

modified. Benson
[18]

 uses a specific server to collect 

data and predicts a busy link, it needs to modify the 
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end hosts slightly. 

Our work need to sample packets continually. 

In our method, in the switch kernel space, we filter 

packets according to one dimension {source IP}. In 

our approach, we will analyze 5-tuple of elephant 

flows through sFlow sampling and provide adjusta-

ble sample threshold. 

3  Method and implementation  

In this section, we mainly propose the elephant 

flow detection structure and explain the threshold 

calculation formula. The following is a detailed de-

scription about the TPEFD method. 

3.1  Elephant flow detection structure 

Our two-phase elephant flow detection struc-

ture is shown in Figure1. In order to reduce the con-

trol bandwidth and processing overhead, our 

TPEFD method mainly includes two phases: one is 

to obtain the source IP address range that may exist 

the elephant flows, the other is to calculate dynamic 

threshold for the elephant flow identification. If the 

threshold using static configuration, it will ignore 

the variation characteristics of the network.  

 
Figure1  Two-phase elephant flow detection structure 

Firstly, the SDN controller uses RESTFul 

API
[19]

 to continually collect aggregate statistics 

from switches, we use the value for the following 

analysis. Table 1 and Table 2 show the URI of ob-

taining the aggregate statistics of switches and the 

response message body. The response message in-

clude a packet count, byte count, and flow count. 

Table 1  The URI of aggregating statistics request  

Method Get 

URL /stats/aggregateflow/<dpid> 

Table 2  Aggregating statistics response body 

Attribute Description 

dpid datapath ID 

packet_count number of packets in flows 

byte_count number of bytes in flows 

flow_count number of flows 

 

Secondly, we only sample packets within the 

source IP range obtained from the first phase. The 

openvswitch communication module is illustrated in 

Figure 2. The vswitchd component is a daemon, it 

exists in switch user space and realizes OpenFlow 

switch core functionality, the datapath module is in 

the switch kernel module. They coordinate the work 

to process and forward packets in switch. Mean-

while, the sFlow-agent continuously samples pack-

ets. When sampling, we need to modify datapath 

kernel module and use SFLOW_UPCALL protocol 

to communicate the kernel module with vswitchd. 

This does not affect the normal packets forwarding 

in switches, but only change the number of sample 

package. First of all, we filter packets according to 

source IP address, packets with different source IP 

address are blocked, then compare switch aggregate 

statistics with θ, which is defined as 20% of the link 

  
Figure 2  Openvswitch communication module 

00167-3



第 5期 TIAN Yu, et al：TPEFD: an SDN-based efficient elephant flow detection method ·73· 

 

capacity. If it exceeds θ, there may contain elephant 

flows. Then we divide the source IP address range 

into 2
n

 (n = 2, 4, 6,…) blocks. We continue to divide 

blocks if statistics value is larger than θ. We set n 

according to IP address quantity, if exists 255 source 

IP address, then we set n equals to 8. 

In the solution, the first stage obviously reduce 

the network traffic because sFlow-agent only col-

lects a small number of packets to sFlow-rt for 

analysis. 

3.2  Identifying elephant flows mechanism 

In the first stage of identifying elephant flows, 

we need constantly to narrow the source IP address 

range with the purpose of finding the block that may 

exist elephant flows. The process that acquires the 

source IP range is as follows.  

1) input: packets in flows 

2) output: elephant flows 

3) read packet arrives at the OpenFlow switch 

kernel module 

4) restful API sends aggregate statistics request 

5) while (statistics reply>θ) then 

6) shrink the source IP range & filter packets 

7) end while 

8) perform sample packet forwarding based on 

SFLOW_UPCALL protocol 

9) sFlow-agent sample packets to collector 

10) analyse packets & elephant flow detection 

formula 

We use InMon’s sFlow-agent in each switch to 

collect traffic statistics, only a small part of packets 

are sampled at the switches. A sFlow collector can 

monitor multiple agent. SFlow-rt collects sFlow 

datagrams from the agent for analysis after it has 

sufficient number of samples from the flow. In the 

process, packets are handled not in switch but on the 

server side. Sampling identifying elephant flows is 

expected 1 out of k packets. The sampling frequency 

should be set reasonable when we sample, the sta-

tistical interval is too long that it will lead to lose 

elephant flows, while short time will increase the 

burden of memory. We calculate the self-adaptive 

threshold value σ in real time. In data center, net-

work traffic follows the characteristics of heavy- 

tailed distribution, which shows most elements in 

the collection appear less frequently, but a small 

number of elements is very high. Common heavy- 

tailed model is Weibull model, Pareto model, their 

cumulative distribution curve is shown in Figure 3. 

 
Figure 3  Heavy-tailed distribution function of cumulative distribution curve 

In the following experiments, we use the Pare-

to distribution to calculate dynamic threshold value 

for convenience. The probability density function 

is
1  ( ) ( ),  which i ip x k x x kα αβ α β− −= = ≥ be the 

number of packets belong to flow i and cumulative 

distribution function is  

 f(x)= [ ]
i

p xβ ≤ =1−
k

x

⎛ ⎞
⎜ ⎟
⎝ ⎠

α
 

(1) 

The complementary cumulative distributions 

can be written as follows 

 ⎯f(x)=1−f(x) = [ ]
i

p xβ > =
k

x

⎛ ⎞
⎜ ⎟
⎝ ⎠

α
 

(2) 

Then the logarithmic probability distribution 

function is  

 logb⎯f(x)= αlogbk − αlogbx (3) 

Pareto distribution function under the condition of 

the log-log is a straight line, the slope of the straight 

line is −α, so the function with the increase of x ex-
ponential attenuation. From above equation (2) and 

equation (3), we estimate α and k using the least 
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squares method and let μi=logb xi,vi=logb⎯f(xi), the 

computation formula can be shown as follows 

 i i

2

i

( )( )
,

( )

v

v v
k b

αμ
αμ μα

μ μ

−−∑ − −= − =
∑ −

 (4)  

If the sampling packet counts is greater than σ, 
we speculate the overall packet counts exceeds a 

certain value, thus the flow is an elephant flow. Ac-

cording to the power law distribution characteristics 

of data center networks. Let n be the total number of 

sampling packets and k
i
 be the number of randomly 

sample packets belong to flow i, which has m
i
 pack-

ets in the population. We suppose to have N packets 

in total during a period of time, thus we can define 

the sampling frequency rs=
n

N
. We use the binomial 

distribution to calculate and the probability can be 

shown as follows  

 pr(k
i
|m

i
)= (1 )

i i
k n k

i

n

k
ρ ρ −⎛ ⎞

−⎜ ⎟
⎝ ⎠

 (5) 

In equation (5), let ρ = rs. Only when it has 

enough packets from the same flow, the flow is di-

vided into an elephant flow. However, the process of 

packet sampling may lead to the false positive rate 

(FPR) and false negative rate (FNR).FPR represents 

the error probability of identifying mice flows as 

elephant flows and FNR refers to the probability 

that elephant flows are not detected. Our method 

needs to minimize the error probability on the basis 

of the detection threshold rule. In order to find the 

optimum threshold σ, we should balance FNR and 
FPR. We use equation (6) to calculate FNR, FPR is 

calculated by equation (7). Here, TPR represents the 

rate of detected flows are elephant flows and TNR 

indicates the probability of non-elephant flows have 

not been mistakenly identified. We combine equa-

tion (6) and equation (7) together to calculate the 

intersection point of FPR and FNR. In the second 

step, these elephant flow will be confirmed if the 

sample packets exceeds a certain value. We calcu-

late FPR and FNR by using the method mentioned 

in Mori
[20]

, the computation formula is shown as 

follows 

 FNR(i)=1−TPR(i)=1−Pr[Yi≥k
i
 | Xi≥m] (6) 

FPR(i)=1−TNR(i)=1−Pr[Xi≥m |Yi≥k
i
]  

       =
[ ] [ ]

1
[ ]

i

m r i i r i

r i

P Y k X P X

P Y k

ε ε ε=∑ =
−

≥ | =

≥ i
 (7) 

4  Results analysis and validation 

We test the method in data center network. The 

implementation of TPEFD is built on Ryu, an 

open-source OpenFlow controller written by Python 

language. We use seven switches that support 

OpenFlow spec. v1.3. S2 and S4 are physical 

switches, which are CS6550 switches. The other 

switches are virtual switches, which are openvswitch. 

These switches are connected with controller re-

spectively. Our controller leverages the Ryu plat-

form to learn topology. We use 255 end hosts with 

different source IP in Mininet simulator. We install 

sFlow agents in switches and install sFlow-rt traffic 

analysis tool in another host. Figure 4 presents the 

experimental environment. 

 

Figure 4  Experimental environment 

In our method, we set sampling frequency is 

rs=
1

1000
. In practice, misstatement have more se-

rious problems than omission, thus in the circums-

tance of controlling omission probability, as far as 
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possible to minimize the misstatement probability. 

The probability of FPR is less than τ(τ=0.05). Fig-
ure 5 is the description of the variation trend of FNR 

and FPR along with increasing of flow packet 

counts, here the optimal threshold is σ. If the num-

ber of sampling packets exceeds σ,  we regard it as 
an elephant flow. Through our experiments, we find 

that the more the number of sampled packets a flow 

have, the more it is likely to be an elephant flow. In 

the below section, we will analyze and validate the 

performance of our method. 

 
Figure 5  The description of the optimal threshold 

To compare our methods with the other ap-

proaches, we built experiments on the data center 

data set. Figure 6 shows the delay time of three 

competing methods. In our system, the detection 

delay includes packet filter delay in the first stage 

and sFlow sample delay in the second stage. 

We compare our method with Mahout
[17]

, 

ESHSP about the average detection time (ms) and 

do the experiment many times for different flow 

numbers and record the average detection time. In 

our method,the elephant flows can be detected with 

low overhead in the network. Figure 6 illustrates 

average elephant flow detection time. Mahout only 

takes a few milliseconds for detection, because it 

detects elephant flows in the terminal host. ESHSP 

needs to preserve the suspicious elephant flows 

constantly. In our method, by narrowing the scope 

of elephant flow to filtering sample packets in 

switch kernel space, which can reduce traffic, the 

controller doesn’t need to process each sampled 

packet. Our detection time only needs few millise-

conds. Elephant flows usually survive for few 

seconds, so our method is efficient for elephant flow 

detection. 

 

Figure 6  Elephant flow detection time 

5  Conclusion  

This paper proposed a two-phase, SDN-based 

elephant flow detection method in data center net-

works. We call it TPEFD method. The fact that the 

elephant flow accounts for most of the data center 

traffic promotes our work. We choose Ryu as the 

operating controller. The switch communicate with 

the controller in OpenFlow spec. v1.3. According to 

the traffic characteristics of data center networks, 

we use sampling mode to reduce the burden of the 

controller. In our method, we use sFlow to sample 

packets within a small range. sFlow needs to use 

equipment and important network resources to 

monitor each flow in the network, these  lead to 

high overhead cost, so we filter sample packets in 

advance .We compare the sampling results with dy-

namically calculated threshold to detect elephant 

flow. If the sampling value exceeds the threshold 

value, we recognize the flow as an elephant flow. A 

large number of experiments and result analysis 

prove our new method is feasible and the detection 

time is efficient. 
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